Security for the end user

This paper is intended to help explain to the end user that current state of computer security. It will also discuss how to help protect against these modern threats. With the Internet becoming a standard house hold utility security has become increasingly important. All to often we see security failure on the news where thousands or even millions of computers have been compromised. It is the goal of this paper to help the read avoid becoming one of these statistics. 

The first thing necessary to protect against computer security threats is to understand what we are protecting and who we are protecting it from. Computer resources, our privacy, our reputation and private data such as banking passwords are all at risk. Computer resources and our privacy are the most often compromised. 

Computer resources are stolen when an attackers program is executed on the victims computer without their knowledge or permission. This happens when viruses, worms or spyware infect the machine. Virus and worms are essentially the same thing but worms replicate actively. 

A worm will infect vulnerable machines and consume CPU and RAM to seek out and infect other vulnerable machines. This results in an unstable and slower machine. The worm steals resources and can turn a brand new high speed computer into the equivelent of a 8 year old junker. Worms are automated programs and are not usually the work a hacker directly attacking the machine. They are not smart or adaptable on their own and are relatively easily stoped. 

To prevent being infected with a worm or virus it is esential that home users have anti-virus software with the most current updates install at all times. They must also visit http://windowsupdate.microsoft.com and ensure that they have the latest patches from Microsoft installed. Many of the worms on the Internet today replicate by exploiting flaws in Windows that these patches fix. Anti-virus software alone cannot always protect a system without the latest patches. 

Worms also replicate by using email. This is probably the most common way that worms replicate. Many worms like Beagle or Netsky will scan an infected machine's address books to look for email addresses to send copies of itself. It will then send itself via an email attachment to everyone on the address book. This is a serious threat to the users reputation as well as a resource drain. 

The goal of these worms is to get a user to open the attachment and execute it. Worms can only replicate when the recipient executes that attachment. Worms can be very cleverly written and be very affective at convincing users that the attachment is safe and legitamite.

Many worms will write emails that say they are from the system administrator warning a user that they should install this patch to protect their system. The attached file is infact the worm. If a users falls for this trick they will install the so called patch and infect their machine. 

There have been many other nasty tricks that these worms play to get users to run the attachment. It would be impractical to try to educate users on each one. Instead users can learn to reconize this trick emails by understanding how email works and what worms can and cannot do. 

The first most important thing to understand is that any email can be fake. Never blindly trust any email you ever recieve. It is possible to send an email from anyone to anyone. If your I.T manager emails you and asks you to open the attachment call them before doing so. Any attachment that contains executable code is probably a virus or worm. 

Even attachments that are not executable code like files ending in .jpg,.mp3or .zip are threats. Many worms will trick users into thinking that they are safe by naming the file something like “file.mp3.exe”. Many email programs will show only file.mp3 which looks safe. The best way to protect yourself is not to open any email attachment without checking with the sender for confirmation. 

Many Worms will also scan an infected machine's email and use existing subject line or use parts of existing emails to make the virus look more legitamate. An infected machine can have any information on it used by the virus to create more believable emails. Worms are only limited by the creativity of their authors. 

Email is a common security weakness for more than just worms. Hackers will use email to trick the user into reveling sensitive information. Email is the most common cause of identity theft. Hackers will trick users into revealing social security numbers, passwords and all kinds of information and then use that information to steal their identity. This is called phising. 

Phising is an attack where the hacker will send out thousands of fake emails and see who takes the bait. It may be a fake paypal email asking the user to reset their password or an exiled african president who needs your bank account # to store his millions. Whatever the trick these hackers will use fake emails to convince their victims to give up their bank or other sensitive information. Never give out any sensitive information over email. Pick up the phone and call the person. 

Another growing security problem is spyware. Spyware is a type of software that infects machines with the purpose of displaying advertisments or gathering marketing data about the users web habits. Spyware is usually installed by the user. The user will install one software package, typically a free screen saver or game, and will unknowingly install an additional package. 

This hidden software package is the spyware. Some spyware will track where a user goes on the internet and what they type into search engines etc. It will then send this information back to the company where it will be compiled into a database and sold to marketing companies. Often private information like usernames and passwords also get collected. This is a definate privacy violation but unfortunately as long as it is buried in the license agreement is is legal. 

In addition to collecting information spyware can also push popup adds to users desktops. You do not even need to be using the web. In the middle of typing a paper about automotive safety a popup ad about auto insurance might popup. Although this is not the worst security breach it is still theft of our computers. These popup ads and spyware software typically are written with no regard for performance or stability. Many machines become so heavily infected that they cannot even run the most basic programs. 

To protect yourself do not install any software that you do not know is safe. If it is free and is not licensed as GPL software be suspicous. GPL software is open source software. This means that anyone can view and modify the source. In general GPL software is written by computer hobbiest who detest spyware. Although the GPL license does not guarentee that the software is begnin

Not all spyware is installed by the user. Some of it is installed when a user views a particular web page with Internet Explorer. Internet Explorer has many security flaws. Even when fully patched some spyware will install itself onto a machine when a user goes to the wrong web page. 

To best protect yourself from spyware you can use Mozilla or Firefox instead of Internet Explorer. These other web browsers have far few and less dangerous security flaws. Install them onto your computer and use them instead of Internet Exploer. 

You can also download and run Spybot Search & Destroy. There are many spyware applications that call themselves spybot so be sure you get Spybot Search & Destroy. It should be free. If you find one that charges money you got the wrong one. Spybot will remove most spyware. It is important to update spybot every week or so since new spyware threats come out all the time. 

Security is a hot field today. In the past computer hackers were hobbiests that attacked computers for fun or challenge. Now however hackers have found ways to profit from their hacking skills. Phising and spyware threats are likely to increase now that there is an economy behind it. 

Fortunately there are ways we can protect ourselves. It is important to remember these simple tips, never trust an email. Install Spybot Search & Destroy. Use an alternative browser such as Mozzilla. Always keep your antivirus up to date. By following these simple steps you can  keep your computer and data safe and productive. 

